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m m m 

[oooi] *mwiz, mmmmmmmt, mmmmmmm^mm^fv^Mmmmmt^hm 
mmm^xTMzmu ^mm^mx^xmn^r^^.—^ \z.m\^x&m 

o 

[0002] ®mm\n*sxTJ»x\^ &i^<Dmfo(DfoM*x , mm>m%iz.<\^titb^ sp^-t? 
M[H(D^-m^M^x^^t^mmm^-^^mmir^tima^ 

^ffl*t"^>3G (Third Generation) 1*— If ;*te2G (Second Generation) ^—\f^tit^< 

[0004] UMTS (Universal Mobile Telecommunications System)<7>^2p'fb£ : ff oTV >53G 
PP (Third Generation Partnership Project)^ MBi&l&fflfflM (RNC) 

mmm^ipmxmm^mtT^iPh^>^—h^^y3>^mmi-^vv-^5^M 
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[0005] z<D£5tm&m c*yH7— ^m^it^mmm^T^i^ sxri^-rmc 

(2) ?i,^fflF fc 3C07T-l'T^^— /V/NAPT(Network Address Port Translation)£rMx. 

(3) &mmmv ! ?K>y?<Dttx.y s rjmk 

[0006] ±IB(l)©«fBfc:Ml/t\ ^i^W^«J^&£LT, jKy«>~0— 

z&mmmm m\^mzf^-^<^yH^m^tM. ^^olan^w^ 

[0007] _L!E (2) — (4) <Dmmz.mL.Xte, 0iRi£lPsec-<— *<7>VPN(Virtual Private 

Network:um%m^yhu-^mm^mm'r^txm^mxh^o Mwmat, 

mmmmmmtmmmmm m t-*sv NTiPsec \zx zm^tmm &.ffi*mm -rz^t 
x-$mx%% 0 

[0008] /«C*5, $£3fc<D&mmim ^^(DMtVX^ fllfctf. WaUf^lri^Loo, 
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[0009] ^<D^m^-^mmi^mumnLnm<Dm^mimir^mm^K mx.it 

#fFl«l : #112001-3331 10#^ 
#S^i:ite:#§B5plO-032610-^# 

[0010] ±|B<0flHfc»J1»#^^ 

[0011] _h|E^>VPN^^Ti*, ^j|ttfl&«!l«I^&r^*|j»S«J^dS«»:#^Ei-S4i 

BMi&mfflX<DIPsec SA(Security Association)£*i3^3J^£^£&&*i!u;& 

[0012] ^mgg<D g %&m&m^Tmhmmv-\?x&&&irziz:mi&. &mm 
[0013] *mw(Dm<D @ ^e«M^«6^<^-&ic^#<^ofc^^ i b, 

<fc><5o 

[ooi4] tcis^io^ibii^^^tt, ftt*!jig«ij#^ iitfiaMI»»J» 



WO 2005/051024 



4 



PCT/JP2004/017257 



[ooi5] \z x.z>m2<D®mmm fx?*^ mmmmmmmt, mmmmmmmm 
mmummmm^mm ft icsbsu mmimm ^mm^titi x y 

[ooi6] ^m\z.^m<D^mmm^^M^ mmmmmmmb, muummmmw 

m^mm ft mse^u mmMmmmmtmm^mm^^xmm^^ ^my- 
^bmmmmmmmm^m^mmmh^y^nmmmm^^m^ti, mm 
^my-h^xmm%mm±.^m^tv^mmmmmmmmmbmmmmmmm 

mmmmmmmmmbmm^my-vmxi-tmi<Dm^m^ mmmmmmmb 

mmm2(Dm^^mmMm^mummbmmmmmmmm<Dm^m^^ 
j±K£mmz$Lf$u mmmmmmmmm^mm^my~-hizmmm2(Dm^m 

&m%i-rz>Z.b$:¥FmbirZ> 0 
[0017] ^Sifi$iJ^^«#»Jii«^^A^ffl V ^btl%h(DX 
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[0018] »S^»^SWJ^^ra^Hiai:bT^^^ffl 
[0019] ^iOf2(D^|j:, Mrt^^<D^A^f^m^a^-e^§r^T'fcSo 

u ^^-K«M^j$^7£*ttf#*ii^ffl v ^xmmmmmt(Dmxm^m^±m 

[0020] mim^m2\^^^yvu—^m^m^m\^x^m(D^i(D%m^m\z.^^ 
m(Dmx&z>LAN20te, 4— v-*vb (&&&m) (r) (Ethemet(R)) xmrntsfrxxs 

9, ^r-YT?;*— ^90, rpMS— K£&5VPN(Virtual Private Network)^— h^a^f 
(GateWay)100Sr^bT-rv^— ^5/^^10^i^$t^TV^§ o — ^\ ^tbififf =*T$1 
30^M^^aiJ^I^(i[I^Si^a)J^^:Radio Network Controller£$fc-r5)70y£ 

»$?y-h?^i 2o^^x^^-^yhm iotmm^fix\^ ^ e 
[0021] mmmmm6o-63mmm mm*vb7-?. m^-£±mmmimm 
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— 63Ha<0iifrCB\ ^?—^ybmioRTfLAN2ozmmtL,xmmu vpn^ 

[0022] ZblZ, LAN20F*3«^>T-<— bTb'\sXXMm£tlX&*). -Of—^yYMlOte 

/*/vTFuxx*Mm£tix\, ^ 0 mmmmmmm7otmm^mmeo-63m 

<^>ii{f"Cf*> ■fedrcxy^trli^ v t" ; 5fcS?)IPsec ESP(Encapsulation Security 
Payload)r-^/l^E~ K«#(I/BU >*V*— ^yHHlOt*tt^SRIP^y^»C^o— 

[0023] LAN2O»0||^f^Il|2COj:5^ : l#^$^o 5«t5^, LAN20f*/W— ^210£ 

tg»©Ethemet(»»ia«)(l0^>fS'^22O-223-C«^$tbT*5«), 
60irPC110^tV^Ethernet(R)^-('5/^-221. 223fc&**&iVCV'»5 (IE3££ffi 
lfrfb*t"Syt», WI^-e{i/V— ^210^Ethernet(R)^5/^220— 223^#UTL 
ANf/^t^, ) 0 LAN2OTi*0WJ^^ff^tvr*5D, ^JfeTgflBT? 

«^Waa^^mi-^y^^^^200^«};^'p^^^F«J^i^fToTVN 
54§-g^LTV^ 0 ^tf>#1^\ xKyix— ^^^200^}*h7fc^^<©#ttdS|E^$tt 

as^*KJ£&fvC*3«9, ^yiX— i^w^200^LAN7=>W^^jg«I^Wi-6i:. C 
OPS(Common Open Policy Service)^ bri/^ffiv^-Ch^fc^^if 

[0024] #I^N^W^f4^r^Oft!ll¥3Rtl8SrSNMP(Simple Network Management 

ProtocoD^J^yv— -V— s^OOKUtf— hU #yiX— ^w^200teLAN20<£:ft: 
O^WJ^^^^^^WSi-6oLAN20«tl^#»a{fh^t5'^^*fLT 



WO 2005/051024 7 PCT/JP2004/017257 

[0025] ^mmMso^^h^^^^itm^mmmmpmm7o^mmT^Qos^ 

v ^^-f-^TOLAN-r / W^{-ISff ^Ibiifi h5 ? tS'^<£>jgj&±<7)LANx-' V* 

[0026] #ck, i33~m6£#j$L-c *mm<Dni<Dmmmmizmz®m}mmi'x j r&& 
mmir^mmmmmmm7o, mmmmm6o, 6u 62, 63, vpN^-h^^ioo 
auwys'— y— /<2oo<Dmj$.&&W'rz>o 

[0027] iili|i|i^70[i, «l^«Bl3fc^i-i5^«^S:#^-CV ^ c Mcfcmzum 

•r&t. mmmmmmm7ott. ^mmm^rmmiF (interface) 300^^-^h 

{l!|IF (interface) 3 10©2o<B>f:^:73L— L2&ySgB320, 410, IPh^^ 
tf— M&3ffig&430, ^»l££i&®{f :7°nh:n/i^3gB33(>, &gb&iftjififfllttl#|S360 

§P330Ort§P(^«, ^^yi^&3a$340£^— If?*— ^MSgP350dSfc5 o IPh 
7^>?d$— Y!&m8i>440(DfoUmZ. IP^iS|fB380, L4£tJlgB370, IPsecM3gR4 
lO&hZo IPsec^3Slft410f£ESP(Encryption Security Payload) SA(Security 

Association)tt#42osr^-r5o ^nb<D&mmmz&ifzm*&}?mm&£iT 
xmw-rzo 

[0028] ^ftilif =*TMlJIF300^£>^f Lfc^^y^T*— ify*— L 
2&Slfl5320^y:^^gjW;b;fr*:#, -Y^— WWF31036»fcSfllUfcV^ 
y^9*— if?*— ^tCOV^TfS, L2MS§|5400, IPM3g|?&380, L4MS 
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[oo29] ^mMmmm^h^/^mus3o^^—^yhmiF3ioib^<^yb^ 

[0030] L4^a§P370^43V vf* is?~rV l/?*f — ^^*fLT«SCTP (Stream 

Control Transmission Protocol)£0.S# s > at— if^— ^(31*fL-Cf*UDP (User 
Datagram ProtocoD&tJg^ff^nSo Jfct^ IP*0!JggB380t;i4oV^ mit^MB. 

^gIPTK^^ft7ni:-rSrt§|5IP^^^#jt,p$tL^ 0 
'WlPTKW<.£r3£{f^ VPN^— h^cn^iooOi/n— /WIPTK^^^feir-T 

ESP SA{f #420(^^TV^^^^, IPsec&SmiO^&l^^xh^ 
Bt^^tt, ESP— iy¥bESPhU-7&m\\£tV5 0 
[0031] *Px.T, Bt^bi-5^^«, /<trybfo<DL4^ y^t- LTESP— ^^BugR 

[0032] ^^^h^L2^S^400^^V^y^^a^ff^ttfc^, -iV*— ^Ml!jl 
M-ESP— s/^ESPr-W- ^^tl^m^ia-i, IPsec&3g|?|S410{£:feV^-C^ 

o 

[0033] IPh^^tf— ht&mn4307!)m%:mi-Z>/<^yb<D7*— ^ybfe, Mx.l-£m7<D( 
b)^1-£5^«/&£*L5o m^-fZ>£5\z y /^M*fl-£BIP— ^801, L4— 
833 N ESP— 5^811, FWlP— 5/^821, L4— y?83U ^fn— K841 % ESPhW 
-785l35^«^^H^o 

[0034] BlK^Ufc*GK«y6»60W\ ^Jx.^El4{^-rJ;9^«^Sr'0BX.-CV^ o rr-c 
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[0035] Mcfc&Jia*. MBMi&m60fe, LAN#JIF500i!^||H|lJIF510©2O(D-r^7^ 

«B56<X lPh7>X7$— b*2;3@gB630, Ethernet (3£^jg^)(R)&3i|g5600£#;t 

y#kmM540b, a— ■T7 f — ^aSP55036Sfl|^.e>*l,5o IPh^^— h#yfflSP63 
Ot!ltt, L4*Q.giSP570, IP«yg8P580£ % IPsec^S§|S610^{ix.^tb^o 
[0036] IPsec^a§P610{iESP SAif $ft620£{fc«rrSo £*Lb<0#*Q.Jag|H;::i3»t5£ 

[0037] mmWlF5l0frb&mVt£i/?'ry>'y7 ! -- ?RTf^— Ifx— L2#l3Sg|552 

JfctJfcx— * #Ko\t*Xtt^ Ethernet(R)*0;3gg&6OCK IP#yffilH5580 % L4#!;SI 

o 

[0038] ^ft&tj&Mft ^t2h=i/k«iaaJ530d^ LAN$JIF500;e>^^h£j£{f 1" 

[0039] £1* , L4^3S§|S570^*5V ^T^ty ^CteSCTP^SSr, if 7*— 

^teUDP^JS-Hr?.. IP^aif|3580^*5V >Ti£{f 5fe©*HME*ft!W® 70®* 

PTKW*. ^&£LTfitVPNy— h^axriOO©^^— HPTKW^-TSiWlP 

[0040] *rtf>#£\ &©&ti»£ifc^60tf>SAtima5ESP SAfim620{;:^**irCl^ 
S^^te, IPsec&MS610^^yhtf>Rf^fc£m\ ESP^s^fcESPM'— 

[0041] ^^^HSEthernet (R)*QfSgB600^:}3V ^XV>?%m£ntc&, 
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a){^-r«t5^«^^ 0 m^-rzx?^ ^^wwsinp^^soo. L4^^ 

832. ESP^s^810. f*3g&IP^y^820. L4^y^830. K840. ESPM/ 

— ^8503><b*PlJ&£;ft5„ 
[0043] 0l{^bfcVPNy— h^^l00«^J^{*E!5^^i-J;5^«^?r1ix.-CVN^ o 
[0044] ^ffcftHCfct. VPNy— h^^TlOO^. Global IP IF750^.OTrivate IP IF7 

00. EthernetCR^SIfimO, 740. h^/V^£#!;SI?B720. IPsecMa§P760. 

^F^$y^^aSP780^^«J^$^o h^/V^^3S|f|J720«^S&$IJ^l 

if fR730£{fc^U IPsec^agP760liESP SAff^770&{£*H-5„ 
[0045] EI8-11 14?r#^L-C. ^PJ^10^J£jf^(^5^»iiff 

-T5VPNy-h!>ai^lOOOtl]f^rt^^oV>Tl¥*ffl^lftPJ-r6o 0a*.tf* S&fM 

^^73o^08^^i-«t5^^M^-^Vv9oo^^*^nSo -r-efi. ifEM^— 

^W9oo^«. i^(Dmm&mmfflmimir&yv~/vvT}?uxb*^u~*m g 

[0046] IH9{±VPNy— h!>^100(D^#:(7)M3®7ci— ^LTV^o 

[0047] VPN^— l^-flOOiS. &m^frs<^yh(DftmP^yyft^&im7cIPT}?UX 

[0049] SffLfc/^^h^SiKE/^^^hT^S^tt^f^IPTKl^^^fe^-- ^>V90 
0(D^-T-<— hTKW^^^^-f-S (^^^A-4)„ JifE^03#-^te|£5&i-5lPs 
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[0050] ^5/^A-4(C*5V ^Xm^TZ^h!) ^#^i-536^550^WJb (^^-7 

[0051] — (-*dV WlP^^fttf^f ^cIPTKl^tf^n— ✓WTK 

[0052] Sff /^^h^iKE/^^h^^O^^^i-^IPsec^^^h^S^rff 5 
[0053] X^y7B-4iZ&\,^xm^%^>hV&ftfe'fZ>W&. W^^IKE^yh^ 

[0054] igiOfC, m9(DXTiy7A-5{C&ft%Th*Uxm&s<^ybtikm<D7v-- &mTo - 

[0055] ^^5^hyaM£#Lfti>4§^fiJ\ ^^-^Vvgoo^ffrt^vhy^il^pL 

[0056] 011 tCVPNy — hV^lOOK £5SAff ^^ii*P/|iJ^3®(D7ci— ^i" 0 - 

[0057] ilTJPg^T'fcS^, 7*3>-fe— ^^^^tb^IPTKl/^. IPsec^dh^y^ffiglJ^ 
t^SPKSecurity Parameter Index)(D"t"^T^[^— Xh^^hV^W^'f'^^^ 

tcKmMv(^yyr>-3) ^ sAtt mmmm^mm -t^(^^d-4) 0 
d-2^*5v ^^isi-s^hy^^^-a-^ sAflmii^^ (^7—) srjg 
fi-t-s (^5/^0-5)0 
[0058] B!ii&K3ft-efcs»<g\ ii^^a^i^#^5/-fe-^F*goff«^i^-^^hy^ 
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[0059] E112^ % ^GD^^A-a, B^i^tT^VPN^— h!>^100^J;§IPsec^^ 
[0060] ifc-fV^h^ff LfcIFOflJ^fT? 

[0061] T^M^-MP IFT^^h^ftWh^, ESP^^rtOSPI-eSAft fRSr4ft 

m\^x^^ir%^hwftte.'rz>fr*mfe'tz> e-3) 0 
[0062] ^^-r^^vhy ^#^u^v ^w&tts<v-vv*mm-rz> (^e-4) 0 ^rdii-s 

[0063] ^^-TS^hy^^i-^^, ^^i-^SAtt^^^-r^Bf-B-fi^V^TBt 
#*fc«rfrW;*^y:/E-9) , SAtf^(Dh^/v^^feIPTHV^^^i:i-SlP^ 
XttMWSa&kffi (7f^-10). 
[0064] — ^n-/VHP IFT^^rs>h£^{f Lfc#-S\ ESP-^-/^rt(DSPIT*SAtt# 

[0065] ^^t-^^hy^#^b^VN^^-?^5/h^|g-rS(^5/^E-13) 0 

§^v^y^^i-§^^^^^sAtt#^^i-^Bt-^«i^v^T^^ o <r^^ 

[0066] QoSv^-T-yv^tf)^^ ^^^QoSv'^y^^a^tTV>(^5/^ P E-16) 

. sAfis#iiap/Biji^5?^-c*>5»^. mn^^LfcsAif ^iiAp/^ij^a^ff 

5(^^E-17)„ 

[0067] ^7 L ^y7 P E-15^C4oV^T/^^2/^®SlJ^±|S^^•^^. ftgRIP— y^&tn^^y 
^<OWa^SAlffR©K^^S^hy*tft^U.^y^rS^hy*s#^^-5d^ 
^J^i-S (^yyE-18, E-19) 0 
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[0068] titm+S&hV&&tt^t*itett/<teY&mi?i'Z> fr^y?E-20) o m^ir 

[0069] 1313^09^^^-8, B-5(ij3{t^VPNy— h^aH'lOO^iSlKE^s/h 
[0070] ^©f^, /-^jy h£S:{f \JtzA^?~7a^- * (IF) (DWfe&ft? 

o 

[0071] ^miF^^^-MP IFT*fc^#-^. 3£{f 7GlPTh*lsXX»mmT— Z?/V900<D 
F-2 x F-3) 0 

[0072] m^-fZ^h}) ^#£U£V ^S/hSr^-TS C*^^F-4) 0 

[0073] ^-rs^hy ^ip— (^5/^f-5) . mm-f 

mm&ft? UTy^F-6) 0 
[0074] — ^.^^^F-l (^^V^T^^IF^^nw VHP IFT*fc54&-3\ tgIPTK 

S/&^*IJ^-r5 (^y^F-7. F-8) c 
[0075] mm-fZ^hV >#^^^^^h^^i-^ (^5/^F-9) 0 g^-rs 

m^hy^^-f§^ % rtgpip^^rto^^iPTK^-efe^— ^/v9oooM 

S-r^^^^F-lO, F-ll)„ 

[0076] m m -rz^ish}) ^^s^y h^sr-rs (^t^f-i 2) 0 ^ ^ -r 
y (cis«o^^--hTKw^^3fe^i-^ip^^^#*Qb-c. ^zf±Mtmm^ 

[0077] E|14{C > m9<D^^yZfA-61,Z^if^>VPN^f— I^n^f lOO^J^QoSv'^y:/ 
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[0078] Z(DWr&h , *T s<trvh<D£tm IF<Dmfe&ft5 {^TyfG-l ) 0 

[0079] ^miFtf-??^— MP IFfDm^^imVtc^mmmmmCOPS Decision)^ 

srt— ■s?rt#os# j wjeiif*s^a2/^-r* (*t^g-2) 0 
[0080] *j jsemas rNGj (D^^j^m^t^ft $&£^tf >-^srf£ 

[0081] ^j^&m^roKj<w£\ mmmfflfo&^±-i?x»mft£titch7Kv?mmR 

^feT, &$|&iM®IM70^{f (^^G-5) 0 
[0082] — ^^^y^G-l^^oV^TSfflF^^o— /VHP IFtf>|§-g\ QoS^^y^ 

^jfc (COPS Request) p^-fe— ^<Srffr&U if— ^200^)£ff i"3 

5/^G-7)„ 

[0083] #y^-u— ^2oote. m^im6iz^£5?mm&mx.x\,^ 0 i^t^i 

-#"5^ ^yV— if— ^200te % LAN IF1300, Ethernet (^I^MO (R)*0;ffi§B 13 
10. IP^SgB1320, L4*Q;3ai?&1330 N $IJ^I^nh=3/V-Maif|5l340, ^WJ^^SI 
g|51350^ii^-r^$tt^o ftJ^oh^/l^Sg&^Ote, COPS^SIg|31360i! 
SNMPMJS§fll370£^fi-5 o ^b^^S^^S^^^S^I^^T^^ 
-To 

[0084] SNMP#L3lgiU370te, LAN IF1300, Ethernet(R)^Sf|5l310, IP&ygg&l 
320, L4MS§P1330^T^:ff Lfc, LAN20<£LANx>W^fe<DSNMP^s/ 

oicia^qi-So 

[0085] 0»J^^ffig|5135O», r;ftk<Dlf ^iD^fc/WSU LAN20fo<D&mUm 

[0086] COPS^3ffi|f|S1360«, ^WJ^^;a§P1350^^(D^^t-t^ri:^J:«9, LA 
N^s^XlZttVXffi^mmfimRXFbyKvPmn&COP Decision^ir— S^C 

[0087] *fc. VPN^— h^^l00^^^^fc^«J^S^5/-fe— i^}*, LAN IF13 
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00, Ethernet CRMO-aSP 13 10, IP^S|f|51320, L4MS§P1330^ 

XCOPS%mUl360izmbtl, COPSMa§P1360d5^$IJ#i|^y-fe— 

[oo88] ziti^^m^mmmmmms5o^um^t^mmmmm^m^^HmM 

w&fem* roKj -efr^tcM-etia^ cops&jssb 1 36o\TmmM;Mkbw? *s$ntc 
&mmfflmm&^t?&mmwm®*y±~i?&3Lf&u vpNy-h^^ioo^ 

[0089] gH5^#^LT, ^0J^mi(D^^{^S^tba{si/^A^43(tS*ffi^ 
^WJ^M70^te^^M60^T*aif^^||57:i-§fc«)<Dl!]^-- ^MZ. 

*iooo, wNy— h^-riooo^isfi ^^-/hv-— <5r^ioio, jwis^MJ 

#P^70tf>j£S{f hV— ^^1020£r^LTl ^ c 

[0090] ^msjgtrm. vpN-y— hv^ioobmm&m®mm7omiatttbsAt>m 

otvpNff—hv^ioomxsA&m&irzm m2(Dm^rmtm^xm^mm 
&*mbttm) \z&mbte&*m#&mtz. mmmmmmm70bmmmmm6o 
iz^&mmzinx^ >%h<Db-tz>o 
[0091] gJiT-m, £mm?mfc>-^x*wi.wirz> 0 mmmmmeon^mir^b. d 

HCP(Dynamic Host Configuration Protocol) K X 9 g #©^9>f-<— MPT KW*3:& 
#Ufc^, DNS(Domain Name Server)^rflJffibTVPNy— h^^-flOO^T 0 ^^— 
MPTHV^^5l#i-6„ 
[0092] VPN^— h^-riOO^^fb-C, M$|^J&ffilJ^M70<^Pw^TKW*. 

[0093] VPNy— r-^-f 100f*r*LSr^(tT, Zf/\^900iZ.m^tltiT^U^m 
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J&&*y±-i?&Mm-rZ> &?ryr? ( 1) ) . 
[0094] jgff^ir— ^£^#fc&£8l^ifi^60i2, VPN^— h^^lOOi!(7)ISAKMP( 
Internet Security Association and Key Management Protocol) SAS.U ? _h9ir~F9<^> 

o 

2o<DIPsec SA&m&iTZ (2) — (4) )„ ^(O^, VPN^— H^c^lOO 

[0095] igfcl. «8^WJ1»^70d^SfB bfcIKE^^^h^TKl/^^m^^-^fTV \ M 

&Mfflm7o n-r^-xtD s Ait Am nmxatyt — ^uraow — h 1 o 

[0097] vpn-^— h^a^r loott, SffbfcSAtff^x— ^(-il^nu 

(^^7° (5) ) 0 

[0098] ^fr^J;^ VPN?—hV^100bMm&&m60mX*mPsecK£%m^kMm( 
*^y:/(6)). 

[0099] t>U VPN-**— h^^lOO^SAtt^ii*PP<5/-fe— v^^ff i2"f 9<t-*Ti&4J>> 

[oioo] mi6s.u?igii7^#mLT, *mw<Dmi(DmMmMK&z>&W)mmi/*TJ±K 

[0101] EH6^«^^^|^Lfc^(Dlij^>-^^^i- 0 S16^*3V>T« N 

JfifH#PJa70©>'"^KSBfcfa jr^ai 100, VPN-y— ^a^lOOtfV^S'Hgl 

^1140Sr^bTV^ o 
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[0102] mmmmmmm70i^^mmm^rm3o^h(D^-^>^m^y±-^^m 

•TZk {psrv-fiX) ) x #lb^80<zw--^>'^&fTV ^ {XTV? (2) ) , r^^bT 
&m^80l*RRC^y-^a^mM&mmmMUmm70izmmV (*^y:/(3) ) , 

[oio3] M^y^^^^Ti-^^, ^s^M60{*. mm^mmnm70Kmmv > 
&m%itmoiz.mm ~r% (6) ) 0 

^T*mmmmmmm70Kmmirz(^y7"(7)) o ^<d^l ^m^soi^ ■mv 
[0105] zjfr^mdmkwmmmo\z. ^/vTy^—Ymm^y^-^mt-r^t 
) 0 -<£>^> mmmmmmm70fe, ^mmm^rmso^hmhtitcmmr^^ 

j£^£5g{f -TS ( 1 3) ) o 

[0107] ^^ttfc««WJ^^70}*.^$tL7tQoS(Dff#^CpQoS^^y^ 

^«r£&u mmmmmeoizmm'rz&iyy'ii*)), 

[0108] VPN^*— F»**>fW\ ^OQoS^^y^Sr^^— ir^h-U QoSiX^y^^ 

fti-5(^X5/^(15))„ i^cDQoSv-^yv^f^ #J X. IP-ALC AP(Access 
Link Control Application ParOv'^y^'e&So 
[0109] 2Ky^-ih-^^200}*.lR^bfc^$IJ^^if^^^^^^^-^ 
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*Pi-^(^5/7 P (l6)) 0 
[0110] VPNy-h!^^100te, &mMfflfo®*y±—i?K^&tlZ&ttmj£&%:bmi& 

[0111] S^fpBTb/c^, iJ— ^200te\ LAN20(DLAN-7 ; VW^^h7t^ 

»sis©j^iM7o«. femffimoKmrn^T^mmzmm -rs c*^/ (is) ) 0 

[0112] ^tbSr^ft L/c#»)**80te. ^-<T7^^:^?rtTV \ ^T~rZbmm^T7 

[oii3] mi7{z&m<ffimo7!)mwvtcM&<Dmfti/—^x&^ir 0 mi 7^*^-02. 

MBM^mm70(D^^yhm^in^— ^;*1200 N VPN^— hV^lOOiD^fr 
s^^ftf— ^^1210, J^y>^— ^^200(D^-?^5/h^^:'ffiy— <5r^l220, 
MliSiSM60^N o ^^S:fBv'--^>-^1230, ^«j«*80O/^yh^{fv- 
~^^1240^LTV V5 0 
[0114] ^«]^80ii. ^~^^^{f ^^^hy^f^U-CRRC^^^^a^^^rMi^S* 

»^7o^ffi-^(^^(i))„ ^^m^tc.mmmmmmm7o^ mmm 
^(Dmm^mtu mmmmmmm70immv^^mm^Mir c*^^ ( 

3)) 0 

[oii5] mmmmm6o^b(Dmmv^mM^^mvtcmmmmmmm7o^ rrc 
=j^^^3^^^ib*^80(^f u(^^(4)),^»j^80fi, mmvis? 
<DmMft%.Tirz>b^ KRc^*?^3>nfe^TzmMmwmwm70Kmm -rs ( 

[0116] ^ti^fx, &mmm^rmzo\^ mmr^±^-<T9wmm^mmmmm 



WO 2005/051024 19 PCT/JP2004/017257 

9)) Q 

[oii7] ^.thzgiix, mmmmmmm70i^ Qosit n^t^Qos^-rv^^^ 

-^tf mmmmmM*y±~i?&tfV^-*)- -^200&c^f -T5 C*^y:/<11)). 
[01 18] #y^-1f-^200te x I&^Ufc^l^ 

[oii9] vpNy-h^-rioo^, &®mm!fc&*y^—v^&frz^wnfej&&b^i& 
mmmmzQos^y-rv >r iz^xmrn^mmmm 70^^11-5 &tv? ( 1 3 

[0120] S#SrW^TLfc^. ^Uv— ^^200^, LAN20<Z>LAN^VW*&-h7t^ 

[0121] mmmMm*. mmv^^m^m \ ^n-^tmm^rym^r^mm 
mmufflm70izm*iirz>(^y7*(i5)) o ^ti^nx, mmmmumm7o^ 

•tz Wryzf{i7))t^ mmmmmwm70Rx?&mmm=iTM3o$:m&LX7 £ — 
[0123] miRTfm2^ir^yh7~y~nf$mzm\<^x*mM<Dm2<Dmntemimfrz 
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[0124] m(omm^mx-<Dmmmmmmm7o<Dm^t\tmvx^ ^m2<Dmm^mxu 

uaitx, mmtimm450&ffi%.x^z> o 
[0125] ME#yffl8B45ow\ mmmmm6o~63k<Dm^mffifcft5b&iz.. mm^^v 
fcM&\az. m&m*#~x&zm^x^M&Gm<D£.m>ft5o Mmmmmmm 

VPN-?*— h^^lOOH:* r©*M**«iSrffl V ^T^S«&^60— 63£Rg-eiPsec 
SA<D#£3:£rfT5o 

[0126] &ift£*M60ttu #tj x. El 1 9 lz.^irmf&$:ffix-Z>o z.z.X<DmMftmxttUB; 

mmm6o^^^xnmir^Kmmmmm6i-63^\^xhmm(7)m^mx. 

h^^xK— h^a§|5630^iPMa§I5580, L4*0;SgB57(K IPsecMa^610iC*P 

[0127] EI20— B|22^fflV>-CVPNy— h^m-l'lOO^llj^n— ^rtft^i-§ 0 

[0128] EI20^^o^S7p— Sr^i- 0 /^b^-fs-rs^ir-e^aSrSB^b, ^ 

-C&ofc#£\ ^^•r5IPsec/-?>T5/h^ ; a?rtT5(^^H-2) 0 IKE>-?^h-efc 
ofc#-S\ RFC (Request For Comments) 24091?$.^:$ tlX^^IKE^^yV^M 

&tT? (^^^h-5) 0 zzx<DQosi/y^vi/ymmtemi<vmmtemxmvtcQo 
si/y-ry^rzimbmmxhZo ^m^tc^^yh^±m^<Dm^-^^yb^m 

[0129] g|21^ ±fE^X^H-2{Cl^{t§VPN^— h^rn>flOO(DIPsec/^5/^S(D 
7ci— Sr^f- 0 ^KDHJfe^^bfc|gi2<DIPsec^^>>-5/^3g"ett, ^D-/VH 
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mn^sAm m.feh$/mvm$tx\tt<^ mm^^yhxh^m^K, saw mmuu 
/m^&n<D\xt>mmus<^yvmmfcm*fTo i^ryzfi-n) ^xm^omm 

[0130] ^<Dm(D^y^iZ^^Xn, mi2tmWkX$>Z<DX\ mC^T^^r^HVX 

[0131] m22icm2l<D^yy^-l7K&tfZMm/<^yhfcm&m(D7ti—&^1r 0 ZL<D 

&T'<^yh&%:mistcIF<Dm7£&ft? (^y^J-l)o 
[0132] ^miF^9^—hlP W(Dm&. rtg&IP— ^^(OSPI-eSAif^^^b, 

T-rz^hv &&&'rz>fr*¥\'fcrz> j-3) 0 

[0133] ^^-rs^hy^#&b^v^^«/N o ^--/h^ii"r§ 0*7^.1-4) 0 

[0134] g^-T5^hy tfs#£-r5i§£\ ^ t-SSAff^g^g-^fb-HTV ^ (Wy 

^-5) , sAmm<nh>*si'mt®ft<DiPT\?uxx#7±M\^xm&-}'z> 

J-6)„ 

[0135] — j7^Ty7*J-l\Z&^Xg:imIF&7*v~- /VHP IF0>$&£\ <Pttf*W#iii^ 

[0136] i^C«>5»^, ^srfe— ^rt©^*^T«SrfAWb. IPse 

cMJSgB760&;iai£n1-3 (^7>^|-8). 
[0137] ^rtb^^O#^, rta5IP^^^5m^IPTK^-e^^—^900^^L, 

y?-f 5*>"hy ^#^Ei-S^^J^-T5 J-10) o 

[0138] K^-T53ivWJ^#^Ucv ^^ttx^^hSr^-t-S (^f^-l Do 

^hy zm-kn. t£ ^ *r 5^ vhy 0/7^- hTVuxx*zf±MtL,x 

^i-^>(^^'7 B J-12) 0 

[0139] £tc, gi23Sr#^bT, *mw<Dn2<Dmm]&miz.&z>&wimm *sxf-Mc»ttz> 
mmmmmmm7otmmmmm6omxmmm^m^^tiib(DWi^-^ 
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[0140] mommmisreti. mmmmm6otmmmmumm7om<DmKmm.x^.m-r 
z>mmm&j'#>m7££tix&9 , mmmmmmm 7otvpw- v*?^ 100© m<n 
sAte*^^^^ 

#o-tv^) 0 *fc vpn^— ^^loo^i-^^— ^v9oot>^«>ia:^$ti/ 

0. VPN^— ^*>TlOOOx-?^ryH§^fllV— <5r^l410, &t5ii£Mif7 
[0141] ^S|Si&^60teiE»i-5^ *^f(^^4xTV^^|(E«i=SrfflV>T, illii 

^mmvtc^u>i^yu^^m(Dy<^—h^^mm^mx^ 0 
*~xj*iz£vmmm*b^iiii&mm<D*£&.&ft 5 (^^y (2» 0 :^t©i$^ 

^^XA^LT«,#!lx.^Diffie-Hellmanfi^^^;^flifflRT^-efe^ 0 
[0143] «ttf>£jfc#S^Ti-££. «Sl^fl&$!l^l^70«VPNy— h^^lOOlC^LT*^ 

*WH^ai^n« (3) ) o 

[0144] ^^fl6^60f*±^L7t«i^^^-XA^ J:0db*Ufc^##«fc5:ffl V ^IS 

AKMP SAcDrntt??? (^f^ (4) ) 0 
[0145] ISAKMP SA&m±L~1rZ>k, #C&aPsec SA(_L*9) £lPsec SA(T«9)05ftSlt) 

ff5(^^(5), (6)) 0 
[0146] _h«9/T9<D2o<7)IPsec SA^^-f ^Si*M60^M^SWJ^^70 

WiVPNy— h^^lOO^i-§^^T% IPsec ESPiCiW^ififf ^"TiE£&5 

[0147] J&*5 % ±|BOfl|^lC53V vC, VPN^— W*>f 100, MHS*0I^^7O<^«II6^ 

ovvoa, ^— Y^^rmz.m^r^tnMWiiixjx, ±mj-tvp^—v^^i 

^SWJ#^70(D^|g^y7h^^T^^^m«^J#^^A(te^j^$!j 
^JBT'n^^OSr, ^^VPN^-h^-flOO, ^S^$iJ^I^70%«^-r 
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m&B-r •fwfmx-ibZo vpn^— h^-rio<x mmmmmnmroit^^— 

3r~- #~K3001i3:A;WIS±&3o CRT^LCD^bft^T^^W (HITiiLCD 
bVX&£tlX\i^S>) 2002i^m^MVtU^M^i-^(7)Xh^o 3005tex— ^ 

[0148] ^±^lv ^mmMm^hifx^mm^m.mi^ti^. n^-r^h±mmm 
mm-r^t^x^o 

[oi49] ^mn. zmm&mmL-xmft^vTitvD*--^ ^nvx^mmm i*-- tr*$r 

[0150] mr\*mw<D&i<nmnmiz.£z > ^yhv— ^(o^wm^^-r^^mx^o 
m2^mm<Dmi(omMmK^if^LAN(Dm^ : tmir^'ti^mxh^o 
mswmmcomi^mmm^if^Mmmmmmm^m^mi-^ti^mx^ 

m^mm^mi^mmm^n^mmmmm^mm^iry^iy^xh^o 

[|il5]^pj<D^io^0y^^^5VPNy-h^^(D«^^i-^i3^^iiiT*fc 

So 
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[Ell4]^K^l<D||»y^^tt5VPNy-h^^^^tt^QoSv'^yv^ 

o 
o 

So 

[021]^PjO^2<D^it^J^Ki-5fc*OVPNy— h^m-ncjo^IPsec^^ 
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[0151] 10:-fV^— ^yhm 
20: LAN 

60, 61. 62, 

70:mmmmmmm 

80:^*J$K 

90 :~7t4TV*— /V 

100:VPNy— 

110:PC 

200:^])^—^—^ 
210 './Is — & 

220—223 : Ethernet (R)>MV^ 

300 : mwrnm^rmmiF 

310: ^h#JlF 

320, 400, 520:L2^a§P 

330, 530:^lb^tfi{f ^nh^/M&SlfB 

340, 540:^^-y^MSIIfB 

350, 550: ^JUgR 

360, 560:#»MHIff fff!l« 

370, 570:L4#i3Sg|5 

380, 580:IP#!:SgB 

410, 610, 760:IPsecM3ggR 
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420, 620, 770: ESP SAif # 
430, 630:IPh9^tf?— h^SgB 
440, 780:##fflfltfQ.aSlS 
450, 640:fg|iEMM?|5 
500:LAN$!jIF 
510:*ee»JIF 

600, 710, 740:Ethernet(R)^SgP 
700:^9^— MP IF 

73o-Mmmmmm 

750 : if a — /VHP IF 
800, 801:^§PIP^^ 
810, 811:ESP^y 
820, 821:rt$PlP^^ 
830, 831 :L4^^ 
840, 841:^fn— K 
850, 851:ESPR — 9 
900:1K3*^— ^ 

1000, 1130, 1230, 1400:mBMmm<D^^ybm^iB^—^r>^ 

1010, 1110, 1210, 1410:VPNy— ^^©A^yHSBHt v— trf* 

1020, 1100, 1200, 142O:&*fc£ifefM0JIJg©^yH£Sft *>— 

1 1 20, 1 220 : #1^— If— /*><0/<>ry H£^ff is— 

1140, 1240:^Wl^^(D^^yhm^iB^—^r>^ 

1300: LAN IF 

1310: Ethernet(R)#!i3aif|5 

1320:IPM3ffig|J 

1330:L4M3®gP 

1 340 : mm-?* v^/vmmu 
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1350 :^mmm^mm 

1360:COPS*Q;S|g|5 
1370:SNMP^S^ 
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Ac 

[5] mmmmmmmt. mmmmmmmmm^mm^Mmmmmmt^hm^ti 
.mmummmmtmm^m^m^M^M^xmmmm^-^^mmir^ 
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i$m&m&mm&ffimmmmMmb<Dmxm&&**~xj*&m^xmmz± 

[7] mmmmmmmmm^K 

mmMmmmmt(Dmxm^^^^m^xmmm2<Dm^m^W}m^ 

[8] mmmmmbmmmmmmmm<D^mmmh^^(D^m^n^my-hi^ 

m^mmm^^v>^z.^i^>h9^y^mm^mm-r^^b, 
%wtM\H<D&m^mmmbmmvx&Mmmfe&ft?^&b, 
mm^Hm^^bmm^H^^ntc^mmmmm^^mmmmiy^-rv 
i/?*mmirtt&*mtt^b*wmb'rz> «/-k 0 
mmmmmbmMmMmfflmm<D&wjmmh7tv?<D*M&m f ms-wz& 
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Mttfkt, m^m^mm^m^xmmmmmmmt(Dmxmmm2(Dm^m^ 
[io] mmmMmtmmmmmmm<D&mmmh7&y?<D*Mzn *> *>wl/-kk:*5 

w\mmmmmmttem2<Dm^*m\<^xm^kmm&m\ 
mmm2(Dm^M^mmmmmmumm^^irm.^^ mmm2<Dm^m 

[1 1] mm^mmmmmm^m^m^m v ^xm^tmrn &n 5 «y-K<sr^L~c % 
[12] mm^mmmmmtm^m^m^m v ^xm^tmm ^^/-k^ut, 
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[13] mmmmmtmmmmmmmm^mmmh^y^'D^m^m vms—vtL 

mtternKDm^m*. mmmmmmmti-±^2(Dm^m^m v ^xm^tmm %n 

j&zmmt, mm*m^m^m^^xmmmmmmmt<Dmxmfe,m2(Dm^m^ 
mm^m-r^mmt, mmm2<Dm^m&m^^xmmmmmmb7&y?<Dm^k 

[15] mmmmmmmmmmmmm^mmmby^y^^m^n^my-b'tx. 
xm-m-rz^K 0 *.—*^ 

mmmtMmMMmwmm<D&mmmb7^yy-(D^M$:ft\,\ mmmmmmmm 
mt\tmio)^^m^^ mmmmmmmt^2(D^m^ m^^xm^tmm & 

mmm2<D^m&Mmmmm&mfflmfrb&tfTfr%mmb. mmm2(Dm^m 
^m^^xmm^mmmb^y^m^ti-^mmt^mn^^tc^<D^my—^ 
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[i7] mm<Dmmmmmm^m^^m^xm^tmimn^m^-h^^vx. 
mmmm<Dmmmmmtmm^fi^mmmmmmmt\.xmmir^>'t°=>.-^z 

mmmmmmmt(Dmxm^^^^m^^xmm^m^^m^^'t^ 

[is] mmmmmmmt, ^immmmmpmmKmm^ti^mmmmmt^bm^ti 
.mmmmmmmtmu^m^m^mcMvx^mmm^-\f^mmir^ 
mmm^^^mmm^m^^x^ 

-\?*mmmnKmwL>xm. 

[19] mmmmnmmt, mmmmmmmmmKm^n^mmmmmt^bm^ri 
.mmMmmmmtmm.^m^mm^M\^x^mmm^'-^^mm-r^ 
mmm^xTA.<D&mmmijmK%>\,^x^ 

m%mmKmm^x&<9, 
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[20] mmmmmmmt. mmmmmmmmmiz:mm^ti^Mmmmmt^bm^ti 
Mzxmmztk&u mmmmmmmmm7!)mm^my-h^mmm2<Dm^m 
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760 



IPsec#tS|8? 

770 



ESP SAfff$8 



5/22 



PCT/JP2004/017257 



720 



730 



780 



1 


L 740 

r 




710 


Ethernet 




Ethernet 






[ 750 


700 



#Xi—**A>TB IF 



MP 

IF 



WO 2005/051024 
[126] 



6/22 



PCT/JP2004/017257 



200 

d 



1350 





1340 i 


k 

r 


1360 1370 


cop sj&33& 






\ 


r 




i 


L 




i 




EthernetAHSSP 



1330 



1320 



1310 



I 



1300 



LAN I F 



WO 2005/051024 
[H7] 




PCT/JP2004/017257 

7/22 



IN 




WO 2005/051024 



8/22 



PCT/JP2004/017257 



[08] 

900 m&r-*A> 





mmmmm 


T K 








aaa. bbb. ccc. ddd 


mmm. nnn. ooo. ppp 


eee. fff . ggg. hhh 


mmm, nnn. ooo. qqq 






eee. fff. ggg. kkk 


mm nnn. ooo. rrr 






eee. fff. zzz. yyy 


mmm. nnn. ooo. sss 






eee. fff. zzz. xxx 


idottl nnn, ooo. t*tt 



WO 2005/051024 



9/22 



PCT/JP2004/017257 




WO 2005/051024 

[Bio] 



10/22 



PCT/JP2004/017257 



C-1 



C-2 



NO 



(OK) 













YES c _ 3 




C-5 

r 










t 


C-4 




r 




WO 2005/051024 



11/22 



PCT/JP2004/017257 



[012] 




ESP— ^^co SPIT* 



E-11 



MP IF 



E-2 



NO 



1 


r 


E-13 












r 






NO 



E-14 



EH 5 



OoS 



E-16 



E-17 




E-4 



E-6 

W 



E-18 




E-21 



® 



® 



E-22 



TXT 



WO 2005/051024 

cm 13] 



12/22 



PCT/JP2004/017257 



C 



jfX2s<A,IP IF 



NO 



F-9 



NO 



FH2 




F-7 



F-2 




YE S 

. F-10 







mm 






MM 



F-4 



F-6 



F-13 



Q m ) 



F-14 



WO 2005/051024 



13/22 



PCT/JP2004/017257 



[014] 



/n— xVVIP IF 



1 














r 




G-7 



NG 



G-4 



G-3 



CNG> SrM^Jfcfld 



aft 



G-5 



(53 



[015] 



iooOv^tJ 



VPN 



xf?r en 



*r;7' (2) 



ipt h'lsxmwi&g 



1020 

IPsec SA^tit^r^-- 



I SAMP SAW5tSl->— ^-V^ 



*7?7' (3) 



xnr (4) 



VA IPsec SA(.TV)<D&&~>— tr>-7> 



SAfffS 



IPsec ESPldi^PfrSHbiUlBBM 



i 

r' 



*r?7' (5) 



7fv7* (6) 



WO 2005/051024 



14/22 



PCT/JP2004/017257 



[016] 



1 



lF 

CO 



Lb lb 



IK 
r< 



4 



i i 



F 



cvj 



H 



F 



* 


&j ; 


i &!« 


**! 


«l 


tg 1 1 

M | 




te! 


& 


*! 










1 <N ( 




,\l 




i \ 1 


* ! 




^! ! ! ! 


1 =N 1 




i| 


m\ i i i 


i m\ 





W 
_ IS 



IN 
K 



I 



O 

1 
* 



1 



o ft 

] 



i__4_ 



CO f*- CO 




r< 



CO 



t I T ! V 

77 7 7 7 



8£ 



ih- in* 
r< f< 



• K IK 



IK IK 
r< t< 



m 1 



WO 2005/051024 



15/22 



PCT/JP2004/017257 




WO 2005/051024 
[018] 

70 



16/22 



360 
W 



330 



340 350 

^ cL 



320 



440 



430 



370 



L4 



450 



380 



410 



IPsecfcyggfl 



ESP SA{*« 



420 



400 



1 


300 


L 310 

r ^ 


IF 




IF 









PCT/JP2004/017257 



WO 2005/051024 



17/22 



[019] 



60 



560 



530 

^ j 

540 550 



630 



640 



620 



570 



520 



ESP SAftm 









610 ' 




580 ' 













600 



Ethemet#L3g3? 



500 


510 






IF 




IF 







WO 2005/051024 



18/22 



PCT/JP2004/017257 



[020] 




WO 2005/051024 

[021] 



19/22 



PCT/JP2004/017257 




KIP IF 



SA«««r«ttt 



E-11 



ESP^^^<OSPI"T? 



E-2 



NO 



1 


r 


E-13 




rJ 






1 


t 






NO 



E-14 



E-15 




SAfiW*SrJt*5R 



E-6 

w 



E 



SAW**** 



E-18 





NO 



YES E-9 



E-21 



E-22 







r 









E-8 



mm 



E-10 



(3D 



WO 2005/051024 



20/22 




WO 2005/051024 

[023] 



21/22 



PCT/JP2004/017257 



1400 



1410- 



-j 420 



Xr?r (1) 




I — IPsec SA^t&ff*- 



at?r (2) 



Xt 97" (4) 



ISAKMP SA©?fe3t'>— iri^^. 



~r~ r 



Xf?7' (6) 



IPsec ESPfcLi: 3B«f-*ffc»mR!*£ 



tfr/7' (3) 



Xf/7* (7) 



INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/JP2004/017257 



A. CLASSIFICATION OF SUBJECT MATTER 
Int. CI 7 H04Q7/36 



According to International Patent Classification (IPC) or to both national classification and IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 
Int. CI 7 H04B7/24-7/26, H04Q7/00-7/38 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
Jitsuyo Shinan Koho 1922-1996 Toroku Jitsuyo Shinan Koho 1994-2005 

Kokai Jitsuyo Shinan Koho 1971-2005 Jitsuyo Shinan Toroku Koho 1996-2005 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



X 



Citation of document, with indication, where appropriate, of the relevant passages 



JP 2002-359881 A (Nippon Telegraph And 

Telephone Corp.), 

13 December, 2002 (13.12.02), 

Par. Nos. [0095] to [0103]; Figs. 6, 8, 10 

& EP 1241903 A2 & CA 2376987 Al 

& US 2002/0151300 Al & KR 2002074081 A 

& JP 2003-249944 A- 

JP 2004-135248 A (Fujitsu Ltd.), 
30 April, 2004 (30.04.04), 

Abstract; Claims 1, 5, 6; Par. Nos. [0050] to 
[0053], [0061] to [0070]; Figs. 20 to 28 
& US 2004/0037260 Al & EP 1396964 A2 

& CN 1481081 A 



Relevant to claim No. 



1-3,8,13,18 



4-7, 9-12, 
14-17,19,20 



f*1 Further documents are listed in the continuation of Box C. 



I | See patent family annex. 



"A" 



«L" 
"O w 



Special categories of cited documents: 

document defining the general state of the art which is not considered 
to be of particular relevance 

earlier application or patent but published on or after the international 
filing date 

document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

document referring to an oral disclosure, use, exhibition or other means 
document published prior to the international filing date but later than the 
priority date claimed 



T later document published after the international filing date or priority 
date and not in conflict with the application but cited to understand 
the principle or theory underlying the invention 

"X" document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

M Y" document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such combination 
being obvious to a person skilled in the art 

w &" document member of the same patent fami ly 



Date of the actual completion of the international search 
08 March, 2005 (08.03.05) 



Date of mailing of the international search report 
05 April, 2005 (05.04.05) 



Name and mailing address of the ISA/ 

Japanese Patent Office 

Facsimile No. 



Authorized officer 



Telephone No. 



Form PCT/ISA/210 (second sheet) (January 2004) 



INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/JP2004/017257 



C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



JP 9-130405 A (Nokia Mobile Phones Ltd.), 
16 May, 1997 (16.05.97) , 

& EP 766490 A2 & FI 9504639 A 

£ US 5956331 A 



Relevant to claim No. 



1-20 



Form PCT/ISA/210 (continuation of second sheet) (January 2004) 



INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/JP2004/017257 



Box No. II Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet) 



This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons: 
Claims Nos.: 

because they relate to subject matter not required to be searched by this Authority, namely: 



Claims Nos.: 

because they relate to parts of the international application that do not comply with the prescribed requirements to such an 
extent that no meaningful international search can be carried out, specifically: 



3-D 



Claims Nos.: 

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a). 



Box No. m Observations where unity of invention is lacking (Continuation of item 3 of first sheet) 



This International Searching Authority found multiple inventions in this international application, as follows: 

The inventions of claims 1-3, 8, 13, 18 relate to judgment of reception of 

a call in linkage with the band management function in the relay node. 
The inventions of claims 4-7, 9-12, 14-17, 19, 20 relate to generation of 

an encryption key between the radio base station and the relay node- 



As all required additional search fees were timely paid by the applicant, this international search report covers all searchable 
claims. 

2 - [3 As all searchable claims could be searched without effort justifying an additional fee, this Authority did not invite payment of . 
any additional fee. 

As only some of the required additional search fees were timely paid by the applicant, this international search report covers 
only those claims for which fees were paid, specifically claims Nos.: 



No required additional search fees were timely paid by the applicant Consequently, this international search report is 
restricted to the invention first mentioned in the claims; it is covered by claims Nos.: 



Remark on Protest additional search fees were accompanied by the applicant's protest. 

□ No protest accompanied the payment of additional search fees. 



Form PCT/ISA/210 (continuation of first sheet (2)) (January 2004) 



INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/JP2004/017257 



•Claims 11, 12, IS, 17 do no contain description of "the private network'' 
and includes all kinds of mobile communication systems. However, what 
is disclosed within the meaning of PCT Article 5 is only the mobile 
communication system having "the private network" described in the 
Description and the other systems are not supported by the Description 
within the meaning of PCT Article 6. 

Accordingly, search has been performed on the range disclosed, i.e. , 
the mobile communication system having "the private network" which is 
specifically disclosed in the Description. 



Form PCT/ISA/210 (extra sheet) (January 2004) 



.1 



mmmmm^r pct/j P2004/01 7257 



5&m<Dmirz>&m<D&m mmm^m (ipc) ) 

Int. C 1 7 H04Q7/3 6 



•HEfcfTofcft/MRR*- (HBRWW^R (IPC) ) 
Int. CI' H04B7/24-7/2P 
HO 4Q 7/0 0-7/3 8 



B#B3lffl£rfgS^£$& 



1922-1996^ 
1971-200 5*£ 
1 9 9 4 — 200 
1996-2005¥ 



c. 



IBM'S 



JP 2002-359 
2002. 1 2. 1 3 , 

[0095] - [010 3] 
& EP 1241903 A 2 
& CA 2376987 Al 
& US 2 0 0 2/0 1 5 1 3 
2 



8 8 1 A (B*ttflm$fc^g£fc) 
16, 8, 1 0 0 



1-3, 8, 13, 18 



& 
& 



KR 
J P 



0 0 
2 0 0 



2 0 7 4 0 
3-24 9 



8 1 



0 0 
A 



Al 



9 4 4 A 



Taj «|cBBato*>5XttCtt*<; -«»afftWPSr*i- I"tj 
&© 

TEj MMtUHttotfUrafettttriF-tttbStf, H^ttJISB 

BWftfc^snfct© rxj 

roj PSRfc.fcS|JB«, ttffl, BMirff&l-sxifc 

rpj BffttJKBfltr^ *>o^3fe*i©^5i©Sai:*5ttlK r&j 



SBSffiH B Xtemft B 1K $ frltlCffiXtb o X 

©3S^©fc»{J:5lffi-r5 1>© 
#{cBiig©foS3ti^T-feoT, ^«ife©^T-^PJ 
©fr&ttXf^^&asftv^^x^Sfc© 
#(cK5i©fo55:iSfc-efeo-c, ^tfcmtfi!L©iw 



B^ffctfc^TUfcB 

0 8. 03. 2005 


05" 4 2005 


H*BMMW (I SA/J P) 
H5GE#-§- 100-8915 
3t0SC» s PftBK8a*BBHTB 4#3# 


1gfS## 03-3581-1101 ? 


5 J 


4 2 3 9 


3 5 3 4 



«PCT/ISA/210 (12^) (2004¥lJ!) 



PCT/J P2004/017257 



JP 2004-135 248 A CS±m^^,^±) 
2 0 0 4.04.3 0- 

Bid, HfefrKl, 5, 6, tSl [0050] - [00 531 , [0 
0611 - [0 0 70] , S2O-280 
& US 2004/0037260 Al 

& EP 1396964 A2 & CN 1481081 A 

JP 9-1 30405 A (7 *cT ^-t7V 7*— y 
^ry K) 

1997. 0 5. 16 

& EP 766490 A2 & FI 9 504639 A 
& US 5 9 5 63 3 1 .A ' 



4-7, 9-12, 
14-17, 19, 20 



1-20 



^PCT/ISA/2 10 (M2^—Wm%) (2004^11) 



PCT/J P2004/017257 



ttg£ 8 *g S 9! (PCTl7^(2)( a )) i"9 % £ oBKqH£!lHrttifca>9& £ 9 WbfcottB©— IHHcov vcfls 



3.. □ W#©$Sffl ^«0*©$5ffl-t?fco T P C T&IIJ6. 4 (a) 2 JCR&fg 3 STOM^C 



»*©ttil-3, 8, 13; 18l^i?5»WH:, "Wt/^ KK::fe»tS#WJffl»IB£» 
fjf^<£>^ffl4- 7, 9-12, 14-17, 19, 2.0fc#l?5Hli USai^I 



1. □ wmA^^^ii^fi^^sri--<T»rart{-^#ufe©-c, ^©i«iftti, -r-<T©^SBrtg*f»* 



2. [X] ilinM*W««^5£-et>fc<. ^^©»HEW«B*fWt©«tBB«c-3V'>TBiaE-*-aiia*T»*fc©'T?. it 



iSPCT/ISA/2 10 (2) ) (2004^11) 



PCT/JP2004/0 1 725 7 



12, 16, l7!:tt, W fcov^lB«fc&;h/c:fcfeT*> 5 



iiCPCT/ISA/2 10 (Wfflk*—:?) (2004^1^) 



J 



